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Abstract: In industrial automation system integration, generally, each of manufacturers has
own standard and protocol for data communication. At present, industrial data communication
domain is dominated by Ethernet-based diverse fieldbus systems, although they share similar
requirements and market segments, but their implementations and ecosystems are very different.



Stakeholders in the value chain are usually not completely consistent in their decisions for particular
technologies, therefore, end customers and device manufacturers have to purchase and master
numerous products and technologies; as a result, the cost of using is greatly increased. The
combination of time-sensitive network (TSN) and OPC UA is able to realize the data
communications from field layer, via control layer and management layer and till to the cloud. By
means of OPC UA TSN, that as a specific vendor-independent successive technology, IT and OT
are fused into the project of fieldbus seamlessly, thus a well applicability can be obtained and an
automation configuration with higher level can be realized. We have found that, by choosing a
series of correct functional features, OPC UA TSN is able to meet the industrial communication
requirements both for today and the future, meanwhile the cost benefits of standard Ethernet
hardware can be utilized in the mid-term. The TSN network infrastructure as an evolution of AVB
is simultaneously able to carry out all types of industrial communication tasks, while maintaining
the individual properties of each method. OPC UA is a major evolution from the OPC
communication standards targeting embedded usage. The latest evolution described as
Publish/Subscribe goes further and is aimed at embedded devices, optimizing performance in small
footprints. A meta model and a communication infrastructure are added, the former for describing
data, and the latter for exchanging and browsing information. Moreover, OPC UA comes with a
built-in security model that helps implement secure systems in accordance with upcoming
standards like IEC 62443. We anticipate that OPC UA TSN will quickly reveal itself as a changer
of game rule in the field of industrial automation, become the first and only candidate for
establishing a holistic communication infrastructure from the sensor to the cloud.
Keywords: industrial data communication, OPC UA TSN, seamless fusion of IT and OT,

cycle period, data link layer (DLL)
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num 53 001le+3 53 0002+3 53 000e+3 53 000e+3 53 000e+3 53 000e+3
status

hm _‘__‘__‘__‘___‘__L

K13 {# ] IEEE 802.1AS 47 H] [R] 50 = fr 45

K 13 1E 50 M R 2 shd ] IEEE 802.1AS HEAT B ] [F] 25 H 45 5 o 10 A BEAT I
B, EERWELMT, PPSHE 3 itrhZiZ kT 50 ns.

FSTERE

S4LEAAS PG T 2 P 2% R B AN I b () B 26 5 2508 . AEFRATTR Sl rp,  FRATTIR Bhoxsf R AL b
7.2 BT HERE

4R TR T RAIEE ), X OPC UA TSN R4t K/NNE Zeth A B IERIPR S . AT, A
%2 L £k 10,000 M4 RS

T BN, BT S /MG JE A 56 4 B T B4 IR A AR R . FRATTIARF e AR PR
2% 10 us JEFR A A DUINSER Y 1/O 3 v 7E AN AN ARUE 28 L SEB 50 us. A —AN5m KT
PLC, H 200 ~nrfLAfE—HRFEZE 1217 50 ps.
7.3 HFELR

FH P ARSG () 32 B R 2 AT AR W & Bl R G B i 10 TR T B A B 2] W N E shtkh, &/
K LFELHKRHF PLC R . HA2, ¥ IT A OT Jos&ah & 27 8 2 Wi H A ml PASZEL b DA B
AR EHAMECE, MOL T R, W SEEA ACAFI S, sksh, BT OPC UA FT TSN Jf
KB e e — M) L, BRUCERATHR E B RS RGBS EAFE KB B & K5 £ .
AHIGERE
SSflhn, JEMEEMAHRNIEFSIE T UEE TR T EA3IE, FH PLC 4.

8 Hiw5RHE

OPC UA TSN IEZE k., LA ¥F 2 B P U 4 6 T LUK OB B 2. S0 oh ARG
R

5]

o L U

B L2

KT AR I

SEHER) NloT e



T 5 LTk RE

BE R A Al

AR B HE R A

Bt Tl N AR 2 OPC UA FRUEFRT TSN i L 5E /i, /D BUR R AT FIARHER 25 1F 2018 4E4E
WIRA . IXEbpiE O HARZ E R34 5 5 EH A EPRRL G 1 1C LA RS, JREE 17l
HIERA . BHAT, EERES A G R EEHIEE H T I3 BRI, BRI R 54 K
i A A UG L o A ) LAK I R T B 1 By 8 4, BRIR TE IR A e) JE 75 18 AR o 56T X0 11 %
%, THAIABRAEM: A 0 RRIG, PRy TSN BEA A RISk O B 384 11 Tk 2k SoC 1)
YRSy . Pk, OPC UA TSN KARTSR 5 —5t% LRI CAN —FF.

LR DN

[1] J. Jasperneite, M. Schumacher, and K. Weber.“Limits of increasing the performance of industrial ethernet
protocols,” in 2007 IEEE Conference on Emerging Technologies and Factory Automation (EFTA 2007), Sept
2007,pp. 17-24.

[2] J. Robert, J.-P. Georges, Eric Rondeau, and T. Divoux. “Minimum cycle time analysis of ethernet-based real-
time protocols,” International Journal of Computers, Communications and Control, vol. 7, no. 4, pp. 743-757,
2012.

[3] S. Zuponcic, R. Klecka, M. Hantel, and P. Didier. “TSN Influences on ODVA Technologies: IEEE - 802.1,
AVnu, IETF,” ODVA, Tech. Rep., 022017.

[4] E. Gardiner.“Theory of Operation for TSN-enabled Systems,” AVnu Alliance, Tech. Rep., 02 2017.

[5] R. Hummen, S. Kehrer, and O. Kleineberg.“White paper: TSN — Time Sensitive Networking,” Belden, Tech.
Rep., 02 2017.

[6] “IEEE Std 802.1AS-2011: Standard for local and metropolitan area networks - timing and synchronization for
time-sensitive applications in bridged local area networks,” IEEE, New York, USA, Standard, Mar. 2011.

[7] “IEEE Std 802.1AS-Rev-2018: Standard for local and metropolitan area networks - timing and synchronization
for time-sensitive applications,” IEEE, New York, USA, Standard.

[8] “IEEE Std 802.1Qbv-2016: Standard for local and metropolitan area networks-media access control (mac)
bridges and virtual bridged local area networks amendment: Enhancements for scheduled traffic,” IEEE, New
York, USA, Standard, Mar. 2016.

[9] “IEEE Std 802.1Qav-2010: Standard for local and metropolitan area networks—uvirtual bridged local area
networks - amendment: Forwarding and queuing enhancements for time-sensitive streams,” IEEE, New York,
USA, Standard, Jan. 2010.

[10] “IEEE Std 802.1Qcc-2018: Standard for local and metropolitan area networks-media access control (mac)
bridges and virtual bridged local area networks amendment: Stream reservation protocol (srp) enhancements and
performance improvements,” IEEE, New York, USA, Standard.

[11] “IEEE Std 802.1CB-2018: Standard for local and metropolitan area networks - timing and synchronization for
time-sensitive applications,” IEEE, New York, USA, Standard.

[12] “IEEE Std 802.1Qbu-2016: Standard for local and metropolitan area networks - media access control (mac)
bridges and virtual bridged local area networks - amendment: Frame preemption,” IEEE, New York, USA,
Standard, Aug. 2016.

[13] “IEEE Std 802.3br-2016: Standard for local and metropolitan area networks- media access control (mac)
bridges and virtual bridged local area networks- amendment: Specification and management parameters for
interspersing express traffic,” IEEE, New York, USA, Standard, 2016.

[14] “CiA 301-2007: CANopen application layer and communication profile, "CAN in Automation (CiA) e. V.,
Nuremberg, DE, Standard, Jul. 2007.

[15] “IEEE Std 802.1AB-2009: Standard for local and metropolitan area networks - station and media access
control connectivity discovery,” IEEE, New York, USA, Standard, Sep. 2009.

[16] “NIST Special Publication 800-82 : Guide to Industrial Control Systems(ICS) Security,” NIST, Gaithersburg,
USA, Standard, May 2015.

[17] “IEC Std 62443-2017: Security for industrial automation and control systems,” IEC, Geneva, Switzerland,
Standard, 2017.

[18] “IEC Std 61508-2010: Functional safety of electrical/electronic/programmable electronic safety-related
systems,” IEC, Geneva, Switzerland, Standard, 2010.

[19] “IEC Std 61784-3-2016: Industrial communication networks - Profiles -Part 3: Functional safety fieldbuses -
General rules and profile definitions, "IEC, Geneva, Switzerland, Standard, 2016.

[20] S. Schriegel and J. Jasper neite. “Investigation of industrial environmental influences on clock sources and
their effect on the synchronization accuracy of ieee 1588,” in 2007 IEEE International Symposium on Precision
Clock Synchronization for Measurement, Control and Communication, Oct 2007,

pp. 50-55.



